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Introduction
Key people / dates

Designated Safeguarding Lead | Katerina Papalouka

(DSh.team

Online-safetylead Katerina Papalouka

(if different) Paige Dwyer

Online-safety/ safeguarding Meron Gwiggner

link governor

PSHE/RSHéad Sean Maher

Network manager / other | Atom Wide
technical support

Date thispolicywasreviewed and| 14" November 2019
by whom

Date of nexteviewand by whom| 14" November 2020

What is this policy?

Online safety is an integral part of safeguardamgl requires a whole school, cressgrricular approach

and collaborationbetween keyschool leads Accordingly, thigolicy iswritten in line with Weeping
ChildrenSafe in Educatid®2019 (KCSIEWeaching Online Safety in Sch@®819and other statutory
documents It complements existing and forthcoming subjects includiteglth Relationships and Sex
Education, Citizenship and Computiiigs designed tsit alongsidgrourd OK 2 2 f Q &Saféglardinglzii 2 N
Policy. Any issues and concerns with online safetagt ¥ 2 ft 29 (GKS &d0K22f Qa a
protection procedures

Who is it for, when is it reviewe®

This policy should be a living document, abjo full annual review but also amendedherenecessary

during the year in response to developmentshe schooland local areaAlthough many aspects will be
informed by legislation and regulationgmu shouldnvolve staff governors, pupils and parenitswriting

and reviewing thepolicp Y/ { L9 aUGNX&aaSa Yl -fo-Hay axpeden& oretife groudd) O K S
This will help ensure all stakeholders understand the rules that are in place and why, and that the policy
affects dayto-day practice. Pupils could help to design a version in language their peers understand, or
help you to audit compliance. Acceptable Use Policies (see appendices) for different stakeholders help
with this¢ ensure these are reviewed alongsidestbiverarching policyAny changes to thigolicyshould

be immediatelydisseminated to alhe above stakeholders.
Updated: September 201® LGfL¢ DigiSafe is an LGfL bragdiew this document & more atafepolicies.lgfl.net
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Who is in charge of online safety?

You may have a named onlisafetyleadat your school (see above); this person may or may not be the
despnated safeguarding lead (DSL), bGSfEnakes cleati K lthé degignated safeguarding lead should
GFr1S ftSIR NBalLlRyaArAoAftAde F2NJ alF FS3dzr NRAYy3I | yR

What are the main online safety risks today?

Onlinesafety risksare traditionally categorised as one of the 3 Cs: Content, Contact or Conduct
OARSYOGATASR o0& t200BTefoit@{2INT SNIY@HK A {. R NNR Whesdyhrek ardash 3 A |
remain a helpful way to understand the risks and potential schoolaesp, whether technological or
educational. They do not stand in isolation, however, and it is important to understand the interplay
between all three.

Many of these new risks are mentioned in KCSIE 2019, e.g. fake news, upskirting and sticky design. T
keep yourself updated with prominent new and emerging trends, folafeblog.lgfl.net

The LGfL DigiSafe 2018 pupil survey of 40,000 pupils identified an increase in distress caused by, and ri
from, content. Fomany years,onlinéd I TSié& YS&aal3aSa KI @S F20dzaaSR
strangers online and then meeagthem face to face (contact). Whilst these dangers have not gone away
and remain important, violent or sexual content is now prevalesending or receiving, voluntarily or
coerced. Examples of this are the sharing of violent and sexual videeBas®limaterials, and coerced
nudity via live streaming. Contact and conduct of course also remain important challenges to address.

We recommendschools read the results of the pupil surveypapilsurvey.lgfl.netand consider the
implications for their pupils before working on their onlisafety policy (schools which participated in

the survey were sera snapshot of their own data at the end of the survey). Schools which did not take
LI NI YAIKG gbyd G2 FdzRAG GKSANI LIzLIAf aQ 0SKI QA2

How will this policy be communicated?

This policycan only impact upon practice if it is @egularly updatedl living document It must be
accessibleo andunderstoodby all stakeholders. It will be communicated in the following ways

1 Posted on the school website

1 Available on thenternal staff networkdrive

9 Part d school induction pack faall new staff(includingtemporary, supply and nenlassroom
based staff

1 Integral tosafeguardingipdates and training for all staféspecially in September refreshers)

Updated: September 201® LGfL¢ DigiSafe is an LGfL bragdiew this document & more atafepolicies.lgfl.net
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91 Clearly reflected in theAcceptableUse Policies (AUPs) for staff, volunteers, contractors,
governors, pupils and parents/carers (which must be in accessible langppgepriate to these
groups).

1 AUPs issued to whole school community goiiry to the school, with annual reminders of where
to find them f unchanged, and reissued if updated after annual review

1 Reviews of this onlinsafety wlicy willin the futureinclude input from staff, pupils and other
stakeholders, helping to ensure further engagement

Updated: September 201® LGfL¢ DigiSafe is an LGfL bragdiew this document & more atafepolicies.lgfl.net
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Overview

Aims

This policyaims to:

f Set outexpecttionsforall { G . F N}y I 6 & o E Primant Scho@dminudya /
Y S Y 6 Snlike®@ehaviour, attitudes and activitieand use ofdigital technologyincluding
whendevicesare offline)

1 Help all stakeholders to recognise that online/digital behaviour stand@ndkiding social media
activity) must be upheld beyond the confines of the school gates and school day, and regardle
of device or platform

1 Facilitate the saferesponsible and respectfuke of technology to support teaching & learning,
increaseattainment and prepare children and young people for the risks and opportunities of
t2 R @ Q& I y Rdigifiadvgridl, Kas®Eviv&@aind thrive online

1 Helpschool staff working with children tanderstand their roles and responsibilities work
safely and responsibly witiechnology and the online world

o for the protection and benefit of the children and young people in tlcaire, and

o for their own protection, minimising misplaced or malicious allegatiand to better
understand theirown standards and practice

o for the benefit of the school, supporting the school ethos, aims and objectives, and
protecting the reputation othe school and profession

1 Establish cleastructuresby which online misdemeanours will be treated, and procedures to
follow where there are doubts or concerrfaith reference to other school policies such as
Behaviour Policy or ArBullying Policy)

Further Help andSupport

Internal schoolchannels should always be followed first feporting and supportasdocumented in
school policy document®specially in response to incidents, which should be reported in line with your
Safeguarding Policy. The D8l handle referrals to local authoyitmulti-agency safeguarding hubs
(MASH)Yand normally theHead of Schoakill handle referrals to the LA designated officer (LAO®G
local authority academy trusbr third-party support organisatiosiyou work withmay also have advisors

to offer general support.

Beyond thisyeporting.lgfl.nethas a list of curatetinksto external support and helplines for both pupils
FYR aidl FF3 Ay Of dzR A ySHfetyH&fine fradithe Sk Saferdnfernét Eéhtretagdithe y° S
NSPCC Whistleblowing Helpline, as well as hotlines for hate crime, terrorism and fraud which might be
useful to share with parents, and anonymous support for children and young people.

Updated: September 201® LGfL¢ DigiSafe is an LGfL bragdiew this document & more atafepolicies.lgfl.net
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Scope
This policyapplies to allmembers ofthe { G . I N}y I 6 | & oBE RrimarytSéhdaommuhii® & /

(including staff governors, volunteers, contractqgrsstudents/pupils, parents/carers, visitorand
community users) who have accessour digital technology, netwoskand gstems whether onsite or
remotely, and at any timeor who use technology in their school role

Roles and responsibilities

This school is a community and all members have a duty to behave respectfully online and offline, to use
technology forteaching and learning and to prepare for life after school, and to immediately report any
concerns or inappropriate behaviour, to protect staff, pupils, families and the reputation of the school.
We learn together, make honest mistakes together and suppach other in a world that is online and
offline at the same time.

Executive Head/Head of SchoeRebecca Harris & Vera Vagic
Key responsibilities:

1 Fostera culture of safeguardingvhere online safety is fully integrateihto whole-school
safeguarding

1 Oversee the activities of the designated safeguarding |eadl ensure that the DSL
responsibilities listed in the section below are being followaed fully supported

1 Ensure that policies and procedures are followed by all staff

1 Undertake trainingn offline and online safeguarding, &atcordancevith statutory guidance and
relevant Local Safeguardifgartnerships

1 Liaisewith the designated safeguarding leamh all onlinesafetyissueswhich might ariseand
receive regular updatesn school issues aratoader policy and practice information

T ¢ 1S 20SNrfft NBalLRyaArAoAfAdGe F2NI RFGIE YIFyl 3S
provision follows best practice in information handljiimgork with the DPO, DSL and governors
to ensure a GDREompliant framework for storing data, but helping to ensure that child
protection is always put first and dafarotection processes support careful and legal sharing of
information

1 Ensure the schoolimplements and makes effective useagpropriate CT systems andervices
includingschootsafefiltering and monitoring, protected email systems and that all technology
including cloud systems are implemented according to etaliééty first principles

1 Be responsible for ensuring that all staff receive suitable traimingarry out their safeguarding
and online safety roles

Updated: September 201® LGfL¢ DigiSafe is an LGfL bragdiew this document & more atafepolicies.lgfl.net
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1 Understand and make all staftvare of procedures to be followed in the event of a serious online
safgguardingincident

1 Ensure suitable risk assessmer® undertaken so the curriculum meets needs of pupils,
including risk of children being radicalised

1 Ensure that there is a system in place to monitor and support g&atf. network managemyho
carry out internatechnicalonline-safety procedures

 Ensure governorsF NB NB 3dzf I NY¥ &8 dzLJRIF SR 2y GKS yI Gdaz
arrangements for online safety

1 Ensurethe school website meets statutorgequirements (seeappendices for website audit
documen)

Designated Safeguarding Lea@nline Safety Lead Katerina Papalouka & Paige Dwyer

Key responsibilitierememberthe DSL can delegateertain online-safety duties e.g. to the online
safety coordinator,but not the overallresponsibility this assertion and all quotes below are rfro
Keeping Children Safe in Education 201

T a¢KS RSaA3IAylFrGSR al FS3dza NRAy3 fSIR akKzdzZ R 0
LINPGSOGAZ2Y O0AYOfdzRAY3I 2yEAYS al FSheaoodé

1 Where the onlinesafety coordinator is not the named DSL or deputy DSL, enisere is regular
NEOASG yR 2LISy 02YYdzyAOlI GA2y 0SG6SSy (KSa
responsibility for online safety is not compromised

1 EnsuredAn effective approach to online safefthat] empowers a school or college to protect
and edicate the whole school or college community in their use of technology and establishes
mechanisms to identify, intervene in and escalate any incident where approgriate.

T & Al A RBKGad viofk with other agencies in line with Working togethersafeguard
OKAf RNBYy¢

1 Take day to day responsibility for online safety issares be aware of the potential for serious
child protection concerns

1 Work with theHead of SchopIDPO and governors to ensure a GEaBRpliant framework for
storing data, but helpig to ensure that child protection is always put first and dattatection
processes support careful and legal sharing of information

1 Stay up to date with the latest trends in online safetthe new LGfL DigiSafeipil surveyof
nnInnn LzLIAE & Y& 06S dza ST dz-K INBY RA defaf 8oAWSHQ
undressed on camera)

1 Reviewand updatethis policy, other online safetglocuments(e.g. Acceptable Use Policies) and
the strategy on which they arbased(in harmony with policies for behaviour, safeguarding,
Prevent and othersand submit for review to the governors/trustees.

1 Receive regular updates in online safety issues and legislation, be aware of local and school trends
¢ seesafeblog.lgfl.nefor examples or sign up to tHeGfL safequarding newsletter

Updated: September 201® LGfL¢ DigiSafe is an LGfL bragdiew this document & more atafepolicies.lgfl.net
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1 Ensure that online safety education is embed@etossthe curriculum(e.g. by use of the UKS
frameworkEducation for a Connected Wofa@nd beyond, in wider school life

1 Promote an awareness and commitment to online safety throughout the school community, with
a strong focus on parents, who are often appreciative of school support in this area, but also
induding hardto-reach parents

1 Liaise with school technicgbastoral, andupportstaff asappropriate

1 Communicate regularly with SLT and the designatedfeguarding andonline safety
governor/committee to discuss current issue@nonymised) review incidet logs and
filtering/change control logand discuss how filtering and monitoring

1 Ensure all staff are aware of the procedures that need to be followed in the event of an online
safety incidentand that these aréoggedin the same way as any othsafegiarding incident

 Overseet YR RA&AO0dzad WI LIINBLINRI GS FAf(is%Mphysical o y R
technical?) and ensure staff are aware (Ofsted inspectors have asked classroom teachers about
this). If youuseLGfL filteringyiewthe appropride filtering statementhere

1 Ensure the2018 DfEguidance on sexual violence and harassment is followed tirout the
school and that staff adopt a zetolerance approach to this, as well as to bullying

1 Facilitate training and advice for all staff

o all staff must read KCSIE Part 1 and all those working with children Annex A

it would also be advisable for allaff to be aware of Annex C (online safety)

cascade knowledge of risks and opportunities throughout the organisation

cpd.lgfl.nethashelpful CPD materials includifgpwerPointsvideos and more

© O O

Governing Body, led by Online Safety / Safeguarding Link GoverxMeron Gwiggner

Key responsibilitiegquotesare taken from Keeping Children Safe in Education 201

1 Approve this policy and strategy amstibsequentlyreview its effectiveness, e.g. bykasg the
guestions in the helpful document from the UK Council for Child Internet Safety (XIS
safety in schools and colleges: Questions from the Governing Board

a9y adz2NBE | ysenhidrdnéiBedNstaff, fr®n the school or college leadership team, is
appointed to the role of DSL [with¢ad responsibilityfor safeguarding and child protection
(including online safety) [with] the appropriate status and authority [and] time, funding, training,
NBE&2dzNOS& | yR &dzLJLJ2 NI X €

1 Support the school in encouraging parents and the wider community to become engaged in
online safety activities

1 Have regulastrategicreviews with the onlinesafety ceordinator / DSL and incorporate online
safdy into standing discussions séfeguarding at governor meetings

1 Where the onlinesafety coordinator is not the named DSL or deputy,B#asure that there is
NB3dz F NJ NEBOGASE FyR 2LISYy O02YYdzyAOlI GAz2zy oSi
overarching responsibility for online safety is not compromised

Updated: September 201® LGfL¢ DigiSafe is an LGfL bragdiew this document & more atafepolicies.lgfl.net
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Work with the DPO, DSL ahi¢ad of Schodb ensure a GDRBompliant framework for ®ring

data, but helping to ensure that child protection is always put first and-padéection processes
support careful and legal sharing of information

Check all school staff have read Part 1 of KCSIE; SLT and all working directly with children hav
read AnnexA; check that Annex C on Online Safety reflects practice in your school

GOy adaNBE GGKIFG €t adlFF dzyRSNH2 al ¥S3dzZt NRAyY 3
at induction The training should be regularly updat@dX 8 Ay  f ideyr&n thelbcal kreé R @
safeguarding partnersoX® Ay G S3INI 6SRX fA3IYySR |yR 02ya
safeguarding approach. ¢ KSNB A & T dzNJidpdlgiinet dzLJLJ2 NIi  F2 NJ {0 K/
G9Y &a&dzNB | LILINE LINKEINB SINFR 6 ESSNBYRYVRNAY I adaisSys
GKIG Ww2@SNBt201Ay3aQ R2Sa y2i fSIFIR (G2 dzyNBI &
GAGK NBIFNR (2 2yiAy® [BFP&A Y HLILWMRISIA ifideS dzF N
G9yadsaNBE GKIG OKAfRNBY INB Gl dAKG o2dzi alb ¥
providing a broadand balanced curriculud X 8 / 2 Yy & A R S Nar tollegetpprbash ta O K 2
2yt AYS alr¥Sie woeAldKSE | Of SI NI Ilggol may svishaaéferi K S
to Weaching Online Safety in Schools 2048d nvestigate/adopt the UKCI&osscurricular

A 2 LA X

FNI YSG2N] WORdAzOF GA2Y F2NJ I -scRoflgfprOaciS R 2 2 NI RQ

All staff

Key responsibilities:

T

Understand that online safety is a core part of safeguarding; as sugbeittiefS @S NEjaby S Q &
never think that someonelse will pick it up

Know who the Designated Safeguarding Lead (DSL) and Online Safety Lead (R&k)iase
Papalouka & Paige Dwyer

Read Part 1, Annex A and Annex C of Keeping Children Safe in Education (whilst Part 1 is statutor
for all staff, Annex Aor SLT and those working directly with children, it is good practice for all
staff to read all three sections).

ReadandZ f t 26 (GKAa LRfAOE Ay O2yedzyOiAzy gAGK
Record onlinesafety incidents in the same way as anyegaarding incident and report in
accordance with school procedures.

Understand that safeguarding is often referred to as a jigsaw pyuazbe may have discovered

the missing piece so do not keep anything to yourself

Sign and follow the staff acceptahlse policy and code of conddbandbook

Notify the DSL/OSIif policy does notreflect practice in your schoand follow escalation
procedures if concerns are nptomptly acted upon

Identify opportunities to thread online safety througdll school activies, both outside the
classroom and within theurricuum, supporting curriculum/stage/subject leads, andhkingthe

most of unexpected learning opportunities as they arishi¢h have a unique value for pupils)

Updated: September 201® LGfL¢ DigiSafe is an LGfL bragdiew this document & more atafepolicies.lgfl.net
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Whenever overseeing the use of technolo@evices the internet, new technology such as
augmented reality, etcin school osetting as homework tasks, encourage sensible use, monitor
what pupils/students are doing and consider potential dangers and the age appropriateness of
websites(ask your BL what appropriate filtering and monitoring policies are in place)

To carefully supervise and guide pupils when engaged in learning activities involving online
technology (including, extraurricular and extended school activities if relevant), suppgrtin
them with search skills, critical thinking (e.g. fake news), age appropriate materials and
signposting, and legal issues such as copyright and data law

Prepare and check all online source and resources before using within the classroom
Encourage pupilstadents to follow their acceptable use policy, remind them about it and
enforce school sanctions

Notify the DSL/OSL of new trends and issues before they become a problem

Take a zerdolerance approach to bullying and leevel sexual harassment (your DSL w
disseminate relevant information from the new DfE document on this)

Be aware that you are often most likely to see or overhear ordeffety issuegparticularly
relating to bullying and sexual harassment and violent#)e playground, corridors, téets and

other communal areas outside the classroqiet the DSL/OSL know

Receive regular updates from the DSEL and have a healthy curiosity for online safety isgues
you may find it useful to read at least the headline statistics and conclusionstherGfL
DigiSafepupil surveyof 40,000 pupilso Yy S G KSYSA-KRK MOt dz86 t ¥R G H D
undressed on camera)

Model safe, responsible and professional behaviours in their own use of technolognclides
outside the school hours and site, and on social media, in all aspects upholding the reputation of
the school and of the professiahreputation of all staffMore guidance on this point can be
found in thisOnline Reputatioguidance for schools.

PSHE RSHHE eads —Sean Maher

responsibilities

il
1

la tAAGSR Ay GKS WLHif adlFFQ aSOGAz2ys LI day
Embedconsent, mental wellbeing, healthy relationships and staying safe omlineghe PSHE /
Relationshipgducation, relationships and sex education (RSE) and health educatiaculum
G¢CKAA gAff AyOfdzZRS 0SAy3 (FdzAKG 6KFG LR2AAGA
the effects of their online actions on others and knowing how to recmaind display respectful
behaviour online. Throughout these subjects, teachers will address online safety and appropriate
OSKI@A2dzNJ Ay |y 3S FLIINRLNARIGS ¢gFe& GKIFGO Aa
This will complement the computing curriculum, whiavers the principles of online safety at

all key stages, with progression in the content to reflect the different and escalating risks that
pupils face. This includes how to use technology safely, responsibly, respectfully and securely,

Updated: September 201® LGfL¢ DigiSafe is an LGfL bragdiew this document & more atafepolicies.lgfl.net
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and where to go fohelp and support when they have concerns about content or contact on the
internet or other online technologies.

1 Work closely with the DSL/OSL and all other staff to ensure an understanding of the issues,
approaches and messaging within PSIREHE.

Computing Lead— Paige Dwyer
Key responsibilities:

T 1a tAaGSR Ay GUKS WIrHff aidlFFQ aSOGA2y>T LI dzayY

1 Oversee the delivery of the online safety element of the Computing curricatuaccordance
with the national curriculum

1 Work closely with the DSL/OSL and all otk&ff to ensure an understanding of the issues,
approaches and messaging within Computing

1 Collaborate with technical staff and others responsible for ICT use in school to ensure a common
and consistent approach, in line with acceptahke agreements

Subject / aspect leaders

Key responsibilities:

la tAAGSR Ay GKS WLHif adlFFQ aSOGAz2ys LI day
Look for opportunities to embednline safety in yousubject or aspectand model positive
attitudes and approaches to staff and pupils alike
1 Consider how the UKCtamework Education for a Connected Woaldd Teaching Online Safety
in Schoolgan be applied in your context
1 Work closely with the DSL/OSL and all other staff to ensure an understanding of the issues,
approaches and messaging within Computing
1 Ensure suject specific action plaraso have amnline-safetyelement

il
il

Network Manager/technician- Atom Wide

Key responsibilities:

g 14 tAaGSR Ay (GKS WLt adlFF¥FQ aSOGA2y I LI dza
T YSSLI dzZlJ 42 RIGS SsAGK GKS alOKz22fQa 2yfAyS a
effectively carry out their online safety role and to inform and update others as relevant
1 Work closely with the designated safeguarding lead / online safety/ldath protection officer
/ LGfL nominated contact to ensure that school systems and networks reflect school policy

Updated: September 201® LGfL¢ DigiSafe is an LGfL bragdiew this document & more atafepolicies.lgfl.net
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1 Ensurethe above stakeholders understand the consequencesxiéting services and @y
changes to these systems (especially in termacokss to personal and sensitive records / data
and to systems such as YouTube moaeb filtering settings, sharingermissiongor files on
cloud platforms etc

 SupportandadsS 2y (GKS AYLI SYSyGl dA2y 2F WI LILINE LINJ
by the DSland senior leadership team

f Maintainupto-RIF 6 S R2O0dzYSy Gl A2y 2F (KS a0Kz22f Qa 2y

1 To report onlinesafety related issues that come to their attentiomline with school policy

f MFylF3S (GKS & Okteaks ahd devicesicéoRlMgitad a stricpbassword policywith
systems in place for detectionof misuseand malicious attackwith adequate protection,
encryption and backup for data, including disaster recovery plans, and auditable access controls

1 Networkmanagers/technicians at LGfL schools may want to ensure that you take advantage of
the following solutions which are part of your package: Sophos\nis, Sophos AnRhish
(from Sept 20%), Sophos InterceptX, Sophos Server Advance, Malware Bytess Egoen Sept
2019), Meraki Mobile Device Management and CloudReady/NeverWare. These solutions which
are part of your package will help protect the network and users on it

1 Work with the ExecutiveHeadteacherand Head of Schotb ensure the school websitemeets
statutory DfE requirements (see appendices for website audit document)

Data Protection Office(DPO)- JaniceCameronLDBS
Key responsibilities:

1 NB ¢ this document is not for general daf@otection guidance; GDPR information on the
relationship between the schdand LGfL can be foundgdpr.lgfl.net there is an LGfL document
2y GKS 3ISYySNIf NRtS YR NBaLRyarAoAf Adih&a 217
page

1 Be aware that of references to the relationshiptweendata protection and safeguarding in key
Department for Education documentiéeeping Children Safe in Educafiand‘Pata protection:
a toolkit for school® ugust2018), especially this quote from the latter document:

f aD5tw R2Sa yidiitheshaBng & informatiénXar the purposes of keeping children
Al ¥FS® [ gFdzE YR aSOdzNBE AYF2NXNIGAZ2Y AKEF NAY 3
local agencies, is essential for keeping children safe and ensuring they get the supporedd.
The Data Protection Act 2018 introduced ‘s
sensitive, personal information, even without conseDPA, Part 2,18; Schedule 8, 4) When
Designated Safeguarding Leads in schools are considering wheathet, to share safeguarding
information (especially with other agencies) it is considered best practice for them to record who
they are sharing that information with and for what reason. If they have taken a decision not to
seek consent from the data st and/or parent/carer that should also be recorded within the
safeguarding file. All relevant information can be shared without consent if to gain consent would

Updated: September 201® LGfL¢ DigiSafe is an LGfL bragdiew this document & more atafepolicies.lgfl.net
13


https://gdpr.lgfl.net/

LGfL DiqiSafe Online-Safety Policy
== mw:_t:g@._&.‘:i:w Template forschools

place a child at risk. Fears about sharing informatrarst not be allowedto stand in the wg of
LINEY2UGAY3 GKS 6StEFINB YR LINRPGSOGAY3I GKS at

The same document states that the retention schedule for safeguarding records may be required to be
aSi Fra W£SNE f2y3 (SN)Y yS Sevewerdspriielldcal auidiiel requite & |
record retention until 25 foall pupil records. An example of an LA safeguarding record retention policy
can be read asafepolicies.lgfl.netbut you should check the rules in your area.

1 Work with the DSLHead of Schoochnd governors to ensure frameworks are in place for the
protection of data and of safeguarding information sharing as outlined ab¥ee may be
interested in the discounts for LGfL schools for three makéating GDPR comptiee solutions
at gdpr.lgfl.net

1 Ensure that all access to safeguarding data is limited as appropriate, and also monitored and
audited

LGfLTRUSTnelNominated contacts- Karene Stewart
Key responsibilities:

1 To ensure all LGfL services are managed on behalf of the sohlé with school policies,
following data handling procedures as relevant

1 Work closely with the DSL and DPO to ensure they understéodhe nominated contacts are
and what they can do / hat data access they have, as well as ithelications of alexisting
services and changes to settintfg@t you might request; e.g. for YouTube restricted mode,
internet filtering settings firewall port changes, pupil email settings, and sharing settfogany
cloud services such as Microsoft Office 365 and Google G Suite.

1 Ensure the DPO is aware of the GDPR information on the relationship between the school and
LGfL apdpr.lgfl.net

Volunteers and contractors
Key responsibilities:

1 Read, understand, sign and adheredn acceptableusepolicy (AUP)

1 Report any concerns, no matter how small, tthe designated safety lead é6nline safety
coordinatoras named in the AUP

1 Maintain an awareness of current online safedgyues and guidance
1 Model safe, responsible and professional behaviours in their own use of technology

Updated: September 201® LGfL¢ DigiSafe is an LGfL bragdiew this document & more atafepolicies.lgfl.net
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Pupils
Key responsibilities:

1 Read, understand, sign and adhere to gtedent/pupil acceptableuse policy and review this
annually

1 Understand the importance of reporting abuse, misuse or access to inappropriate materials

1 Know what action to take if they or someone they know feels worried or vulnerable when using
online technology

1 To understand the importance of adopting safed respasible behaviours and good online
safety practice when using digital technologiessid¢2 ¥ & OK22f | YR NBI f A 2
acceptable us@olidescover actions out of schoahcluding on social media

1 Understand the benefits/opportunities and rigidangers of the online world and know who to
talk to at school or outside school if there are problems

Parents/carers
Key responsibilities:

f Read,signt Y R LINE Y 2 (i SparénkaSeceptatazse dolRyi(AUP) and read the pupil AUP
and encourageheir children to follow it

§ /2yadzZ G 6AGK (GKS &a0K22f AT G(KS& yRI @9iskI8§N&E QC
technology

1 Promote positive online safety and model safe, responsible and positive behaviours in their own
use of technology, includingy &2 OAFf YSRAIY y20 &aKIFINRYy3I 2
permission and refraining from posting negative, threatening or violent comments atoeits,
including theschool staffyolunteers, governors, contractorgypils orother parents/carers

1 NB: the LGfL DigiSafe survey of 40,000 primary and secondary pupils fouri%aif pupils
trust their parents on online safety (but only half talk about it with them more than once a year).

External groups includingarent assocations— The PSFA
Keyresponsibilities:

1 Any external individual/organisation will sign acceptable us@olicyprior to using technology
or the internet within school

1 Support the school in promoting online safedyd data protection

1 Model safe, responsiblaespectfuland postive behaviours in their own use of technolqgy
includingonsocialmedia y2id &aKINAYy3d 2G0KSNR& AYlF3ISa 2N R
from posting negative, threatening or violent comments abotiters, including theschool staff,
volunteers,governors, contractors, pupils or other parents/carers
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Education and curriculum

The following subjects have the clearest online safety links (see the relevant role descriptors above for
more information):

PSHE

Relationships education, relationships and sex education (RSE) and health
Computing

Citizenship

= =4 4 2

However, g stated in the role descriptor@bove it is the role ofall staffto identify opportunities to
thread online safety through all school activities, both outside the classroom and within the curriculum,
supporting curriculum/stage/subject leads, and making the most of unexpected learning opportunities
as they arise (which hawa unique value for pupils)

Whenever overseeing the use of technology (devices, the internet, new technology such as augmented
reality, etc) in school or setting as homework tasitkstaff shouldencourage sensible use, monitor what
pupils/students aredoing and consider potential dangers and the age appropriateness of websites (ask
your DSL what appropriate filtering and monitoring policies are in place)

Equally, all staff should carefuupervise and guide pupils when engaged in learning actiuitedving

online technology (including, exti@urricular and extended school activities if relevant), supporting them
with search skills, critical thinking (e.g. fake news), age appropriate materials and signposting, and lega
issues such as copyright armthta law saferesources.lgfl.nehas regularly updated thembased
resources, materials and signposting for teachers and parents.

At{ 0 . I NJ I 6 & ofsE PirdarytSéhaoive réctgfisehat onlinesafety and broader digital
resilience must b thread throughout the 3BM Scheme of Work, Twinkl resources. This is monitored by
the Computing Subject leader who specifies what is to be taught each half term.

Annual reviews of curriculum plans / schemes of w(ricluding for SEND pupilgye used as an
opportunity to follow this framework more closely in its key areas of-B&ge and Identity, Online
relationships, Online reputation, Online bullying, Managonline information, HealthWwellbeing and
lifestyle, Privacy and security, and Copyright and ownership.

Handlingonline-safety concerns anthcidents

It is vital that all staff recognise that onlisafety is a part of safeguardifgs well adeinga curriculum
strand of Computing, PSHESHE and Citizenship

General oncerns must be handled in the same way as any other safeguasdigrn safeguarding is
often referred to as a jigsaw puzzle, alb stakeholders should err on the side of talking to the online
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safety lead / designated safeguarding lead to contribute to the overall picture or highlight what might
not yetbe a problem

Supportstaff will often have a unique insight and opportunity fond out about issues firsin the
playground, corridors, toilets and other communal areas outside the class(particularly relating to
bullying and sexual harassment and violence)

School proceduredor dealing with onlinesafety will be mostly detailed in the following policies
(primarily in the first key document)

Safeguardingnd Child Protectio®olicy

Anti-Bullying Policy

Behaviour Policy (including school sanctions)

AcceptableUsePolicies

PreventRisk Assessmentolicy

Data Protection Policy, agreementsand other documentation(e.g. privacy statement and
consent forms fodata sharing, image use étc

=4 =4 4 -4 A 2

This schoolcommits totake all reasonable precautions to ensure online saféiyt recognises that
incidents will occur both inside school andtside school (and that those from outside school will
continue to impact on pupils when they come into sch@dl.members of the school are encouraged to
report issueswiftly to allow us to deal withthery dzA O1 f & | YR aSy aai i dg&one K
processes.

Any suspected online risk or infringemestiould bereported to the online safety lead / designated
safeguarding lead on the same dawhere clearly urgent, it will be made by the end of the lesson.

Any concerhallegationabout staff misuse is always referred directly to tHead of Schoplnless the
concern is about thédead of Schodh which case the compliant is referred to the Chair of Governors
YR GKS [!5h o[ 20 f | dzGt&f2nadk aisd Qsihe BSPEQ Wiylstlebl@nthg h F
Helpline(you may want to display a poster with details of this / other helplimethe staff roomg see
posters.lgfl.netandreporting.lgfl.ne).

The school wilactivelyseek supporfrom other agencies as needed (i.e. the local authority, LGfL, UK
{FFSNI LYGSNYySG /SyaNBQa tNRTFSaarAz2ylftaQ hyf.AyS
We will informparents/carers of onlinesafetyincidents involvingheir children, andhe Policewhere

staff or pupilsengage in or are subject to behaviour whiet consider is particularly disturbing or breaks
the law(particular procedures are in place for sextargd upskirting see section below)
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Actions where there are concerns about a child

The following flow chartit cannot be edited)s taken from page 13 of Keeping Children Safe in
Education2019as the key education safeguarding documehsgoutlined previouslyonline safety
concerns are no differertb any other safeguarding concern

Staff have concerns about child and take immediate School/college action

action. Staff follow their child protection policy and
speak to designated safeguarding lead (1)

I Other agency action

h

Referral not required, Referral (3) Designated safeguarding lead
school/college takes relevant made if or staff make referral (3) to
action, possibly including concerns [~ children’s social care (and call
pastoral support and/or early escalate police if appropriate)
help (2) and monitors locally #

¥

Within 1 working day, social worker makes decision about the type of response that is required
A r y
Child in need Section 47 (4) Section 17 (4) No formal
of immediate enquiries enquiries assessment
protection: appropriate: appropriate: required: referrer
referrer referrer referrer informed
informed informed informed
- . : v
Appropriate Identify child at Identify child School/college considers
emergency risk of in need (4) and pastoral support and/or
action taken significant identify early help assessment
by social harm (4): appropriate (2) accessing universal
worker, police possible child support services and other
or NSPCCG (5) protection plan support
-
Staff should do everything they can to support social workers.
At all stages, staff should keep the child’s circumstances under review (involving the designated | |

safeguarding lead (or deputies) as required), and re-refer if appropriate, to ensure the child’s
circumstances improve = the child’s best interests must always come first

(1) In cases which also involve a concern or an allegation of abuse against a staff member, see Part Four of this guidance.

(2) Early help means providing support as soon as a problem emerges at any point in a child’s life. Where a child would
benefit from co-ordinated early help, an early help inter-agency assessment should be arranged. Chapter one of Working
Together to Safequard Children provides detailed guidance on the early help process.

(3) Referrals should follow the process set out in the local threshold document and local protocol for assessment. Chapter
one of Working Together to Safequard Children.

(4) Under the Children Act 1989, local authorities are required to provide services for children in need for the purposes of
safeguarding and promoting their welfare. Children in need may be assessed under section 17 of the Children Act 1989.
Under section 47 of the Children Act 1989, where a local authority has reasonable cause to suspect that a child is suffering
or likely to suffer significant harm, it has a duty to make enquiries to decide whether to take action to safeguard or promote
the child's welfare. Full details are in Chapter one of Working Together to Safequard Children.

(5) This could include applying for an Emergency Protection Order (EPO).
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All schools (regardless of phase) should refeshtoUK Council for Internet Safety (UKCIS) guidance on
sexting(also referred to a¥’ & 2 dzii K LINE R dzO SiR sclioSidiBzlwhere oné lofIhe pakie is
over 18, this is no longer sexting but child sexual abuse.

There is a ongage overviewcalled Sexting; how to respond to an incidefdar all staff (not just
classroombased staff)to read, in recognition of the fact that is mostlysomeone other than the
designated safeguardirigad (DSL)r online safety leado first become aware of an incident, and it is
vital that the correct steps are takeBtaff other than the DSL musbt attempt to view, share or delete
the image or ask anyone else to do so, but to go straight taBé.

The school DSL will in turn use the full guidance docunigtting in Schools and Collegeslecide
next steps and whether other agencies need to be involved.

It is important thateveryone understands that whilsexting is illegalpupils/students can come and talk

Annex G

Flowchart for responding to incidents

Considerations - risk assessment
¢ Vulnerability of the child
¢ Coercion
* How shared and where
* |mpact on children
¢ Age of the children
(For more information see Annex A)

Initial disclosure
This could come from a pupil directly, a parent, a
pupil’s friend.

Initial review with safeguarding team

At this initial stage the safeguarding team review
the information and consider the 5 points for
immediate referral. They make an initial decision
about whether the incident can be dealt with in
house.(For more information see page 11)

5 points for referral:

1. Adult involvement

2. Coercion or blackmail

3. Extreme or violent

4. Under 13

5. Immediate risk of harm

(For more information refer to section 2)

Risk assessment/Dealing with the incident
Consider the risk of harm and at any point if there
are ‘causes for concern’ you can refer back to
police/social care. (For more information refer to
page 12 and Annex A)

Police/social care/MASH referral
Refer to your local arrangements for
dealing with incidents and contact
local services.

(For more information refer to page 15)

Management in school

Ensure parents are informed and the incident
recorded following all child protection and
safeguarding procedures.

(For more information see page 14)

to members of staff if they have made a mistake or had a problem in this area.

The documents referenced above andaterials to support teaching about sextimgn be foundat

sexting.lgfl.net
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Upskirting

It is important that everyone understands that upskirting (taking a photo of someone under their
clothing) is now a criminal offence, as highlighted in Keeping Children Safe in Education and that
pupils/students can come and talk to members of staff if they have madistake or had a problem in

this area.

Bullying

Online bullying should be treated like any other form of bullyang the school bullying policy should be
followed for online bullying, which may also be referred to as cyberbullyfintpis school we speak to

the child(ren) concerned first/. If it is deemed necessary, then a cause for concern is completed by the
member of staff. This is reviewed by the DSL who decides on an appropriate course of action. The DS
maintains a record ofuch incidents so that bullying and other behaviours can be spotted and
interventions made where necessary.

Materials to support teaching about bullyirapd usefulDepartment for Education guidance and case
studiesare atbullying.lgfl.net

Misuse of school technology (devices, systems, networks or platforms)

Clear and well communicatedles and procedures are essentialgovern pupil and adultse of school
networks, connectionsjnternet connectivity and devicesloud platforms and social media (both when
on school site and outside of school).

Theseare defined in the relevant Acceptable Use Polisywell as in this document, for examplele
sections relating to th@rofessional anghersonal use of schoolgtforms/networks/clouds, devices and
other technology, as well as to BYOD (bring your own device) policy.

Where pupils contravene these rules, the school behaviour policy will be applied; where staff contravene
these rules, action will be takers @autlined in the stafhandbook

Further to these steps, the school reserves the right to withdgagemporarily or permanently, any or
all access to such technology, or the right to bring devices onto school property.

Social media incidents

See the soialmedia section later in this document for rules and expectations of behaviour for children
and adultsinthg G . I Ny I 0 I & of & Priméry ScliosbimimunibiIhesd are alsoggrned by
school Acceptable Use.

Breaches will be dealt with ime with the school behaviour poli¢for pupils) or handbookfor staff).
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Further to this, where an incident relates to an inappropriate, upsetting, violent or abusive social media
post by a member of the school communifyfi . I N3/ I 0 | & of&E Pméary ScKoMill requdsiQ & /

that the post be deleted and will expect this to be actioned promptly.

Where an offending post has been made by a third party, the school may report it to the platform it is
K2aliSR 2y> FyR Yl & O2 yeiJafétyi HeipliteS(run byRhE BKa Safe? Iytdrrietd Q
Centre) for support or help to accelerate this process.
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Data protection and data security
GDPR information on the relationship between the school and LGfL can be fogdgdratfl.net there

%

I NBE dzaS¥dz fAyla IyR R20dzySyida (2 &adzalI2NI &O0K:
section of that page.

There are references to the relationship between data protection and safeguarding in key Department
forEAOF GA2Yy R20dzYSyda WYSSLAY3I [/ KAfRNBY {IIFS Ay
(August2018),which the DPO and DSL will seek to apptys quote from the latter documenis useful

for all staff¢ note the red and purple highlights

O0GDPR does not prevent, or limit, the sharing of information for the purposes of keeping children safe.
[P 6Fdz YR ASOdzNBE AYF2NNIGA2Y aKINAy3d 06SiGs6SSy
is essential for keeping children safe and emsyithey get the support they needhe Data Protection

Act 2018 introduced ‘safeguarding’ as a reason
even without consent(DPA, Part 2,18; Schedule 8, 4) When Designated Safeguarding Leads in schools
are considering whether, or not, to share safeguarding information (especially with other agenicies)
considered best practice for them to record who they are sharing that information with and for what
reason. If they have taken a decision not to seeénsent from the data subject and/or parent/carer

that should also be recorded within the safeguarding filall relevant information can be shared
without consent if to gain consent would place a child at risk. Fears about sharing information must
not be allowed to stand in the way of promoting the welfare and protecting the safety of childdgea

Allpupils,staf I2 GSNY 2NE> @2f dzy i SSNBRXZ O2y NI Oli2NE | YR
policy and agreements, which can fmnd on the schobwebsite.We use the RBKC Data Protection
office service offered by our Local Authority.

Rigorous controls on the LGfL network, USO-sigrior technical services, firewalls and filtering all
support data protectionThe following data security productseaalso used to protect the integrity of
data, which in turn supports data protectiod’SO sign on for LGfL services and SophosvAins.

The Executive Head/Head of Schpdata protection officerand governorsvork togetherto ensure a
GDPRompliant flamework for storing data, buwhich ensuresthat child protection is always put first
and dataprotection processes support careful and legal sharing of information

Staff are reminded that all safeguarding data is highly sensitive and should be tre#eiti@vstrictest
confidentiality at all times, and only shared via approved channels to colleagues or agencies with
appropriate permissions. The useBfresgo encrypt all norinternal emails is compulsory feharing

pupil data. If this is not possibléhe DPO and DSL should be informed in advance.
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Appropriate filtering and monitoring

YSSLIAYy3 / KAfRNBY {IFS Ay 9RdzOFI{iA2y 206fA3Sa ac
monitoring systems are in place [and] not be able to access harmihppropriate material [but at the
alryYyS GAYS6 0S OFNBFdzZ GKIFIG a20SNIof201Ay3é R2S
Oy 0SS GFdzAKG ¢A0K NBIFINRa G2 2ytAyS GSIFOKAyYS3

At this school, the internet connection is progal LGfL. This means we have a dedicated and secure,
schoolsafe connection that is protected with firewalls and multiple layers of security, including a web
filtering system called WebScre@&n which is made specifically to protect children in schools. You can
NEIR Y2NB | 02dzi ¢gKe& (GKAA a8alSY A& | LILINBLINRLE GS
submission pageisere.

Electronic communications

Please read this section alongside references to gipff communications in the overall school
Safeguarding Policyand in conjunction withthe Data Protection PolicyThis section only covers
electronic communications, but the same principles of transparency, appropriate conduct and audit trail
apply. We reference electronic communication our Staff Handbook and our Visitors information sheet

Emalil

i Staff at this school use tHRBKC Office 365 emtl all school emails

This isfully auditable, trackable and managed BBK®n our behalf. This is for the mutual protection
and privacy of all staff, pupils and parents, as well as to supptatmtatection.

General principles for email use are as follows:

1 Email is the only means of electronic communication to be used between staff and pupils / staff
and parents (in both directions). Any unauthorised attempt to use a different system may be a
sdeguarding conceror disciplinary matteand should be notified to the DSL (if by a child) or to
the Head of Schodif by astaff membej.

1 Email may only be sent using the email systems above. There should be no circumstances where
a private email is usk if this happens by mistake, the D$igad of SchodDPO (the particular
circumstances of the incident will determine whose remit this is) should be informed
immediately.

9 Staff or pupil personal data should never be sent/shared/stored on email.

o If data needs to be shared with external agencies, Egress systems are available from LGfL
o Internally, staff should use the school network, including when working from home when
remote access is available
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1 Appropriate behaviour is expected at all timesidathe system should not be used to send
inappropriate materials or language which is or could be construed as bullying, aggressive, rude,
insulting, illegal or otherwise inappropriate, or which (for staff) might bring the schol
disrepute or compronse the professionalism of staff

1 Pupils and staff are allowed to use the email system for reasonable (not excessive, not during
lessons) personal use but should be aware that all use is monitored, their emails may be read and
the same rules of appropriateghaviour apply at all times. Emails using inappropriate language,
images, malware or to adult sites may be blocked and not arrive at their intended destination.

See also the social media section of this policy.

School website

The school website is a kpublicfacing information portal for the school community (both existing and
prospective stakeholders) with a key reputational value

TheDfEhas determined information which must be available on a school website. LGfL has compiled
RAG (reehmbergreen) aiditsat safepolicies.|gfl.neto help schools to ensure that are requirements are
met (see appendices).

Where other staff submit information for the website, they are asked to remember:

1 School have the sameauty as any person or organisation to respect and uphold copyright law
schools have been fined thousands of pounds for copyright brea8msces must always be
credited and material only used with permissionhere are many opeaccess libraries of hig
guality publiedomain images that can be used (e.g. pixabay.com for marketing materials
beware some adult content on this site). Pupils and staff at LGfL schlsolkave access to
licences for music, sound effectrt collection images and other atirriculum.igfl.net

1 Where pupil work, images or videos are published on the website, their identities are protected
and full names are not published (remember also not to save images with a filename that includes
I LJdzLIA £ Q& FdzE f yI YS0O®

Cloud platforms

Manyschools are recognising the benefits of cloud computing platforms, not just for cost savings but to
enhance teaching and learning.

This school adheres to the principles of DER 2 O dzYoyidicomPuting services: guidance for school
leaders, school staff and governing bodx®
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As more and more systems move to the cloud, it becomes easier to share and access data. It is importan
to consder data protection before adopting a cloud platform or serngeee our @ta Protection policy
here.

For online safety, basic rules gbod password hygiené deét your password like your toothbrush
never share it with anyoné!,lexpert administratiorand training can help to keep staff and pupils safe,
and to avoid incidents. The data protection officer and netwodnageranalyse and document systems
and procedures before they are implemented, and regularly review them.

The following principles apply

1 Privacy statements inform parengnd children (13+#)hen and what sort of data is stored in the
cloud

1 The DPO approves new cloud systems, what may or may not be stored in them and by whom
This is noted in a DPIA (dgteotection impact statement) andgrental permission is sought

1 Regular training ensures all staff understand sharing functionality and this is audited to ensure
that pupil data is not shared by mistake. Open access or widely shared folders are clearly marked
as such

1 Pupils and staff are dy given access and/or sharing rights when they can demonstrate an

understanding of what data may be stored dmalv it can be seen

Twofactor authentication is used for access to staff or pupil data

Pupil images/videos are only made public with parentahmssion

Only schochpproved platforms are used by students or staff to store pupil work

All stakeholders understand the difference between consumer and education products (e.g. a

private Gmail account or Google Drive and those belonging to a managedtiehat domain)

= =4 =4 A

Digital images and video

When apupil/student joins theschooE LJ NBy Gak OF NENE INBE Fai{SR AT
image to be captured in photographs or videfm what purpose(beyond internal assessment, which
does notrequire express consengnd for how longParents answer as follows:

Whenever a photo or video is taken/made, the member of staff taking it will check the latest database
before using it for any purpose.

Any pupils shown in public facing materials areereidentified with more than first naménd photo
file names/tags do not include full names to avoid accidentally sharing them).

All gaff are governed by their contract of employment aicKk S a4 OK2 2 f Q& ! OwhBHJIG I ©
covers theuse of mobilgphones/personal equipment for taking pictures of pupdad where these are
stored.At our schoolno member of staff will ever use their personal phone totaag photos or videos

of pupils.
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Photos arestored on the schoatetwork.

Staff and parents & reminded annually about the importance of not sharing without permission, due

to reasons of child protection (e.g. lookadter children often have restrictions for their own protection),
data protection, religious or cultural reasons, or simply for ogasof personal privacyurther detail on

this subject and a sample letter to parents for taking photos or videos at school events can be found at
parentfilming.lgfl.net

We encourage young people to think alidheir online reputation and digital footprint, so we should
be good adult role models by not oversharing (or providing embarrassment in latealif@ it is not for
us to judge what is embarrassing or not).

Pupils are taught about how images can benipalated in their online safety education programme and
also taught to consider how to publish for a wide range of audiences which might include governors,
parents or younger children

Pupils are advised to be very careful about placing any personal pbiotescial media. They are taught
to understand the need to maintain privacy settings so as not to make public, personal information.

Pupils are taught that they should not post images or videos of others without their permission. We
teach them about theisks associated with providing information with images (including the name of

the file), that reveals the identity of others and their location. We teach them about the need to keep
their data secure and what to do if théyr a friendare subject to buying or abuse.

Social media

Staff, pupils and parents SM presence

Social medigincluding here all apps, sites and games that allow sharing and interaction between users)
is a fact of modern life, and as a school, we accept that many parents, staff and pupils will use it. However,
as stated in the acceptable use policies which all members oé¢heol communitysign, we expect
everybodyto behave in a positive mannasngagngrespectfully with the school and each othar social

media, in the same way as they would face to face.

Thispositive behaviour can be summarisedred making any post&hichare or could be construed as
bullying, aggressive, rude, insulting, ibégr otherwise inappropriate, or which might bring the school
or (particularlyfor staff) teaching profession into disreput&his applies both to public pages and to
private posts, e.g. parent chats, pages or groups.

If parents have a concern about thel®ol, we would urge them to contact us directly and in private to
resolve the matter. If an issue cannot be resolved in this way, the school complaints pro¢seere

policy on websiteyhould be followed. Sharing complaints on social media is unlikélglporesolve the
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matter, but can cause upset to staff, pupils and parents, also undermining staff morale and the
reputation of the school (which is important for the pupils we serve).

Many social media platforms have a minimum age obi8the school dals with issues arising on social
media with pupils/students under the age of 13. We ask parents to respect age ratirsggial media
platforms wherever possibleand not encourageor condoneunderage uselt is worth noting that
followingonfromthe go Ny YSy G4 Q& { I FSNJ LYGSNySiG {GNYGS3ex
become more stringent over the coming years.

However, he school has tatrike a difficult balance of not encouraging underage aisthe same time
as needing tacknowledg reality in order to besthelp our pupils/studentdo avoid or copewith issues
if they arise.Online safety lessons will look at social meahd other onlinebehaviourhow to be a good
friend onlineand how to reportbullying, misuse, intimidation or abusdHowever, children will often
learn most from the models of behaviour they see and experiewtech will often le from adults.

Parentscan best support thigas outlined on p.13)y talking totheir childrenabout the apps, sites and
gamesthewsed @ 2dz R2Yy Qi Y Scagk yaiirhild tg exdain it € $axyith whom, for how
f2y3s YR ¢KSy o6fl0S G yA3aIKI k Ay 0SRNRB2Ya Aa
and learning at school the next dayjou may wish to intrduce the/ KA f RNESY Q& [ 2YYA &3
Day

It is encouraging that3% of pupil¢fromthe 40,000 who answered thatGfL DigiSafeupil online safety
survey) trust their parents on online safetya{thoughonly half talk about it with them more than once a
yearat the moment).

Pupilgstudentsarenot allowedto 6 S W T NRA & yhaka &rieadirégiest* tany saff, governors,
volunteers and contractorsr otherwise cormunicate via social media.

Pupils/studentsare discouraged frorbllowing(staff, governor, volunteer or contractor public accounts
(e.g. fdlowing a staff member with a public Instagram accourndpwever, we accept that this can be
hard to control(but this highlights the need for staff to remain professional in their private liveghe
reverse situationhowever staffmustnot follow suchpublic student accounts.

** Any attempt todo somay be a safeguarding concesndisciplinary matteand should be notified to
the DSL (if by a child) or to tiiead of Schodif by a staff member).

Staff are reminded that they are obliged not to bring the school or profession into disrepute and the
easiest way to avoid this is to have the strictest @ci settings and avoimhappropriate sharing and
oversharing onlineThey should never discuss the school or its stakeholders on social media and be
careful that their personal opinions might not be attributed to the school, trust or local authority
bringing the school into disrepute.

The serious consequences of inappropriate behaviour on social media are underlined by the fact that
there have been 20Brohibition Ordersissued to teachersver thepast four years related tthe misuse

of technology/sociamedia.
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All members of the school communityeareminded thatparticularly in the context of social media, it is
important to comply with the school policy dpigitallmages and/ideo (see page€6) andpermissionis
soughtbefore uploading photographs, videos or any other information about other people.

Device usage

Please read t& followingin conjunction with acceptable use policies and thBowing sectionsof this
documentwhich all impact upon device usageopyright, data protection, social medimisuse of
technology anddigital images and video

Personal devicesicluding wearable technologgnd bring your own device (BYOD)

1 Pupildstudentsare allowedo bring mobile phones in, but should be handed into the office upon
entry into the school buildingAny attempt to use a phone in lessons without permission or to
take illicit photographs or videos will lead to the withdrawal of mobile prigk Important
messages and phone calls to or from parents can be made at the school office, which will also
pass on messages from parents to pupils in emergencies.

1 Allstaff who work directly with childrenshould leave their mobile phones on silent andyomse
them in private staff areas during school hougee also th®igital images and videgection on
page26 and Data protection and data securisection on pag3. Child/staff data should never
be downloaded onto a private phonH.a staff member is expeaiy an importantpersonal call
when teaching or otherwise on dutthey may leave their phone with the school office to answer
on their behalfor ask for the message to be left with the school office

1 Volunteers, contractors, governorshould leave their pbnes in their pockets and turned off.
Under no circumstances should they be used in the presence of children or to take photographs
or videos. If this is required (e.g. for contractors to take photos of equipment or buildings),
permission of theHead of Swool should be soughfthe Head of Schoahay choose to delegate
this) and this should be done in the presence of a member staff.

1 Parentsare asked to leave their phones in their pockets and turned off when they are on site.
They should ask permission bedaaking ary photos, e.g. of displays in corridors or classrooms,
and avoid capturing other childrewhen atschoolevents,please refer to thédigital images and
video section of this document on pad. Parents are asked not to call pupils on their mobile
phonesduring the school day; urgent messages can be passed via the school office.

Network / internet acces®n school devices

Pupildstudents are not allowed networked file access via personal devices. However, they are allowed
to access the school wirelessenhet for schookelated internet use / limited personal use within the

framework of the acceptable use policy. All such use is monitored.
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1 Allstaff who work directly with childrenshould leave their mobile phones on silent and only use
them in private stf areas during school hourSee also th®igital images and videsection on
page26 and Data protection and data securisection on pag3. Child/staff data should never
be downloaded onto a private phone.

1 Volunteers, contractors, governonsave no access to the school network or wisslénternet on
personal devicedll internet traffic is monitored.

1 Parentshave no access to the school network or wisslenternet on personal deviceéll
internet traffic is monitored.

Trips / events away from school

For school trips/events away from school, teachers will be issued a salygbldone and this number

used for any authorised or emergency communications with pupils/students and parents. Any deviation
from this policy (e.g. by mistake or because the school phone will not work) will be notified immediately
to the headteacher. Te&ers using their personal phone in an emergency will ensure that the number
Ada KARRSY G2 F@2AR I LI NByd 2N addzRSyid | 00Saaa

Searching and confiscation

Ly fAYyS gA0K {B&&hing B@eenBAglzAnR Iconid&aticatvice for schoo®> (1 K S
Headteacher/Principal and staff authorised by them have a statutory power to search pupils/property
on school premises. This includes the content of mobile phones and other devices, for example as a
result of areasonable suspion thata devicecontairsillegal or undesirable material, includibgt not
exclusive to sexual imaggsrnography, violence or bullying.
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